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Fiedka the Firmware Editor

https://fiedka.app/
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Fiedka the Firmware Editor

Features
O analyze firmware images
© visualize flash usage
O explore file systems
P UEFI
P PSP (AMD)
P> CBFS (coreboot)
9 remove UEFI files
© embed LinuxBoot

https://fiedka.app/
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Fiedka the Firmware Editor

Features
O analyze firmware images
© visualize flash usage
O explore file systems
P UEFI
P PSP (AMD)
P> CBFS (coreboot)
J remove UEFI files
© embed LinuxBoot
© sBoM, SWID?
https://fiedka.app/ © create annotations?
export meta data?
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Timeline
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https://csrc.nist.gov/publications/detail/sp/800-155/draft
https://trustedcomputinggroup.org/work-groups/pc-client/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

Timeline

2011

NIST: SP800-155 BIOS Integrity Measurement Guidelines (Draft)
[...] intended to facilitate the development of products that can

detect problems with the BIOS [...]
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Timeline

2011

NIST: SP800-155 BIOS Integrity Measurement Guidelines (Draft)
[...] intended to facilitate the development of products that can

detect problems with the BIOS [...]

2021

TCG: PC Client Platform
p FIM - Firmware Integrity Measurement
© RIM - Reference Integrity Manifest


https://csrc.nist.gov/publications/detail/sp/800-155/draft
https://trustedcomputinggroup.org/work-groups/pc-client/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

Timeline

2011

NIST: SP800-155 BIOS Integrity Measurement Guidelines (Draft)
[...] intended to facilitate the development of products that can

detect problems with the BIOS [...]

2021
TCG: PC Client Platform
p FIM - Firmware Integrity Measurement
© RIM - Reference Integrity Manifest
Executive Order 14028 on Improving the Nation’s Cybersecurity

© includes a lengthy definition of SBOM
Buyers can use an SBOM to perform vulnerability or license anal-

ysis, both of which can be used to evaluate risk in a product.
Posted on May 12,2021 %PE" FIRMWARE


https://csrc.nist.gov/publications/detail/sp/800-155/draft
https://trustedcomputinggroup.org/work-groups/pc-client/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/

A Host of CVEs

Vulnerabillity Category Average Impact

PEI Memory Corruption
SMM Memary Corruption
DXE Memory Corruption

Mitigation Failures Medium)

https://binarly.io/advisories O/ﬁEN

FIRMWARE
CONFERENCE
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Software Bill of Materials (SBOM)

.~ DANIEL
MASLOWSKI

-

. Richard Hughes
A

Hey --  wondered if this would be
coSWID or something different? If the former, I've got

some test images you can use if that would be helpful.
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Software Identification (SWID)
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https://github.com/veraison/swid
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8060.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8060.pdf
http://dx.doi.org/10.6028/NIST.IR.8060
https://www.iso.org/standard/65666.html

Software Identification (SWID)

https://github.com/veraison/swid
The swid package provides a golang API for manipulating Soft-

ware Identification (SWID) Tags as described by ISO/IEC 19770-
2:2015, NISTIR-8060, as well as by their “concise” counterpart
CoSWID.

NISTIR 8060 Guidelines for the Creation of Interoperable Software
Identification (SWID) Tags

http://dx.doi.org/10.6028/NIST.IR.8060
ISO/IEC 19770-2:2015 (not open/public, because ISO)
https://www.iso.org/standard/65666.html


https://github.com/veraison/swid
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8060.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.8060.pdf
http://dx.doi.org/10.6028/NIST.IR.8060
https://www.iso.org/standard/65666.html
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Auditability?
firmware.bin has unknown ension, using uSWID
Found USWID header at offset: 2520032
Loaded:
uSwidContainer([uSwidIdentity(a9032c9d-2aaa-5a25-a0e6-6d865b24e6d2,0, coreboot,
bd34cca50abal303641362618881693c0478a4ab
uSwidLink(https://spdx.org/licenses/Apache-2.0.html,None)
uSwidLink(https://spdx.org/licenses/BSD-3-Clause.html,None)
uSwidLink(https://spdx.org/licenses/CC-BY-4.0.html,None)
uSwidLink(https://spdx.org/licenses/CC-BY-SA-3.0.html,None)
uSwidLink(https://spdx.org/licenses/GPL-2.0-only.html,None)
uSwidLink(https://spdx.org/licenses/GPL 0-or-later.html,None)
uSwidLink(https://spdx.org/licenses/GPL-3.0-only.html,None)
uSwidLink(https://spdx.org/licenses/GPL-3.0-or-later.html,None)
uSwidLink(https://spdx.org/licenses/ISC.html,None)
uSwidLink(https://spdx.org/licenses/MIT.html, None)
uSwidLink(https://spdx.org/licenses/X11.html, None)
9579af2b-39d8-59f1-ac5a-5b1fd4c03bdo,None
e5a249ad-04bb-5b63-a587- ceb7b@e331c9,None
-544e-b389-8a67f6c80247 ,None
8e0d0fd3-1116-50ad-ba5f-599c8117c42b,None
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(9579af2b-39dg]
-59f1-ac5a-5b1fd4c03bde,0,Intel Management Engine,None):
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(e5a249ad-04bb
-5b63-a587-ceb7b0e331c9,0,Seabios,d239552ce7220e448ae81f41515138F7b%e3c4db) :
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(23edb84c-5d6§]
-544e-b389-8a67f6c80247,0,Intel-Microcode,2019-04-23):
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(23edb84c-5d68]
-544e-b389-8a67f6c80247,0,Intel-Microcode,2019-04-23):
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(8e@d0fd3-1116
-50ad-ba5f-599c8117c42b,0,GCC, None) :
uSwidEntity(9elements,9elements.com->TAG CREATOR)])

)
)
)
)




Auditability?
firmware.bin has unknown ension, using uSWID
Found USWID header at offset: 2520032
Loaded:
uSwidContainer([uSwidIdentity(a9032c9d-2aaa-5a25-a0e6-6d865b24e6d2,0, coreboot,
bd34cca50abal303641362618881693c0478a4ab
uSwidLink(https://spdx.org/licenses/Apache-2.0.html,None)
uSwidLink(https://spdx.org/licenses/BSD-3-Clause.html,None)
uSwidLink(https://spdx.org/licenses/CC-BY-4.0.html,None)
uSwidLink(https://spdx.org/licenses/CC-BY-SA-3.0.html,None)
uSwidLink(https://spdx.org/licenses/GPL-2.0-only.html,None)
uSwidLink(https://spdx.org/licenses/GPL 0-or-later.html,None)
uSwidLink(https://spdx.org/licenses/GPL-3.0-only.html,None)
uSwidLink(https://spdx.org/licenses/GPL-3.0-or-later.html,None)
uSwidLink(https://spdx.org/licenses/ISC.html,None)
uSwidLink(https://spdx.org/licenses/MIT.html, None)
uSwidLink(https://spdx.org/licenses/X11.html, None)
9579af2b-39d8-59f1-ac5a-5b1fd4c03bdo,None
e5a249ad-04bb-5b63-a587- ceb7b@e331c9,None
-544e-b389-8a67f6c80247 ,None
8e0d0fd3-1116-50ad-ba5f-599c8117c42b,None
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(9579af2b-39dg]
-59f1-ac5a-5b1fd4c03bde,0,Intel Management Engine,None):
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(e5a249ad-04bb
-5b63-a587-ceb7b0e331c9,0,Seabios,d239552ce7220e448ae81f41515138F7b%e3c4db) :
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(23edb84c-5d6§]
-544e-b389-8a67f6c80247,0,Intel-Microcode,2019-04-23):
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(23edb84c-5d68]
-544e-b389-8a67f6c80247,0,Intel-Microcode,2019-04-23):
uSwidEntity(9elements,9elements.com->TAG_CREATOR), uSwidIdentity(8e@d0fd3-1116
-50ad-ba5f-599c8117c42b,0,GCC, None) :
uSwidEntity(9elements,9elements.com->TAG CREATOR)])

)
)
)
)

We only have a list oft names - claimed ingredients.
Imagine nutrition facts, but no lab verifying them.
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Attestation

Devices

) UEFI Device Firmware DSVicSEons tiss

) UEFI Device Firmware Current Version
@ samsung SSD 970 EVO Plus 2T8
Minimum Version
O Lenovo System Firmware
O UeFidbx Vendor
) UEFI Device Fimware

Vendor ID
) UEFI Device Fimware

Attestation

Flags

uIDs

Plugin Defined

Available Releases

ThinkPad L14 AMD / L15 AMD.

ThinkPad L14 AMD / L15 AMD.

‘ThinkPad L14 AMD / L15 AMD.

ThinkPad L14 AMD / L15 AMD.

Firmware

Lenovo
DMILENOVO

NotoK 4 Store

2afc1995-fa50-4d0d-a569-209133dc4950

Reinstall
Downgrade
Downgrade
Downgrade
Jp E “ FIRMWARE
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Platform System Interface



https://github.com/platform-system-interface/psi-spec/issues/4

Platform System Interface

Goal: Derive a specification, summarizing firmware projects, their boot
flows, how they interact as a platform with the actual operating system.


https://github.com/platform-system-interface/psi-spec/issues/4

Platform System Interface

Goal: Derive a specification, summarizing firmware projects, their boot
flows, how they interact as a platform with the actual operating system.

How: Extract features, compare approaches, reevaluate, improve.


https://github.com/platform-system-interface/psi-spec/issues/4

Platform System Interface

Goal: Derive a specification, summarizing firmware projects, their boot
flows, how they interact as a platform with the actual operating system.

How: Extract features, compare approaches, reevaluate, improve.
Example: Auditable Firmware Implementation

https://github.com/platform-system-interface/psi-spec/issues/4


https://github.com/platform-system-interface/psi-spec/issues/4

OWASP Firmware Security Testing Methodology



https://scriptingxss.gitbook.io/firmware-security-testing-methodology/
https://scriptingxss.gitbook.io/firmware-security-testing-methodology/

OWASP Firmware Security Testing Methodology

Information gathering and reconnaissance
Obtaining firmware

Analyzing firmware

Extracting the filesystem

Analyzing filesystem contents

Emulating firmware

Dynamic analysis

Runtime analysis

Binary Exploitation

NG AWN R

©

https://scriptingxss.gitbook.io/firmware-security-testing-
methodology/


https://scriptingxss.gitbook.io/firmware-security-testing-methodology/
https://scriptingxss.gitbook.io/firmware-security-testing-methodology/
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Ghidra

B A b A ook bbb A ok
¥ FUNCTION *
B Ak A ook bbb A ok
void K2_Right_Click{pointer sender, pointer e]

void =<VOTD= <RETURN>
pointer Stack[Ox4]:4  sender
pointer Stack[0x8]:4 e

JNET CLR Managed Code
K2 Right_Click

004042d8 Te 4a 01 db[66]
00 04 la
33 01 2a ...
0040431a 36 MethodDe... L.S. Bits 0:1 Flags, Bits 2:7 Si..

R e R R R e
o FUNCTION o
FEEEEEE R AR LR LA b4k
void FormMain_Load (pointer sender. pointer e)

void =VOID= <RETURN=>
pointer Stack[0x4]:4 sender
pointer Stack[0x8]:4 e

.NET CLR Managed Code
FormMain_Load

0040431b 02 7b 55 db[13] This loads the main form of the ..
00 00 04
02 sf 27 ...
00404328 36 MethodDe...
00404328 36 db 36h Size+Flags L.S. Bits 0:1 Flag...

Right click -> Comment -> EOL Comment -> Type -> Apply ... QjﬁEN CONFERENCE
/ SOURZ;



Fiedka

9C72-4C15-8C4B-E77F1DB2D792)

Undeined by, 100 s
7ci -F8EB-AF34-AAEA A1 (9E21FD!
FC510EE7-FFDC-11D4-BD41- E’ DxeCore [=]e] ReportstatusCodeRouterRuntimeDxe |~ | _ |
0080C73C8881
' I dont't know what this is, probably
type: EFI_FV_FILETYPE_FREEFORM removable. Let's see!
size:
checksum:
blocks used: NaN
RuntimeDxe B SecurityStubDxe Bl

PcdDxe.

DepEx
> EFI_DEVICE PATH_UTILITIES PROTOCOL GUID
B0CF7257-87AB-47F3-A3FE-DS0BT6D89541

quid
EFI_FV_FILETYPE_DRIVER

e
aie:
checksum:

blocks used: NaN

[1e]

DepE;
> EFL_PCD_PROTOCOL GUID
> EFI_DEVICE PATH UTILITIES PROTOCOL GUID
quid: BED1FBCA-43B7-4784-95B1-F4226CBAOCEE
type: EFI_FV_FILETYPE_DRIVER
siz
checksum:
blocks used: NaN

DepEx
> EFL_PCD_PROTOCOL GUID
> EFT_DEVICE PATH UTILITIES PROTOCOL GUID
quid: F80697E9-7FD6-4665-8646-8BE33EFTIDFC
fype: EFI_FV_FILETYPE_DRIVER
size:
checksum:
blocks used: NaN

[5]w]

Legacy8259
DepEx
> EFI_PCD_PROTOCOL GUID
quid: 245CBADA-BE15-4A18-87E3-08T8FFA0T520
fype: EFI_FV_FILETYPE_DRIVER

checksum:
blocks used: NaN

[5]w]

CpulozDxe

DepEx
> EFI_PCD_PROTOCOL GUID
guid: A19B1FET-C1BC-40F8-875F-54ASD542443F
type: EFI_FV_FILETYPE_DRIVER
size:
checksum:
blocks used: NaN

[5]w]

CpuDxe

pE
> EFL_PCD_PROTOCOL GUID
> EFT_DEVICE PATH UTILITIES PROTOCOL GUID
Quid: 1A1E4886-9517-440E-9F DE-3BE44CEE2136
type: EFI_FV_FILETYPE_DRIVER

Click on notepad button and type!

oPEN
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https://sigsum.org
https://github.com/mimoja/mft

Data

Why data?

D enrich analysis, exchange, gain insight

) feed back into tooling, e.g., Binarly integrated in LVFS
L ) back claims, e.g., regarding security and financial risks
© data drives business decisions
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Data

Why data?

D enrich analysis, exchange, gain insight
) feed back into tooling, e.g., Binarly integrated in LVFS
L ) back claims, e.g., regarding security and financial risks
© data drives business decisions
Remember Sigsum, transparency logs? That’s data.


https://sigsum.org
https://github.com/mimoja/mft

Data

Why data?
D enrich analysis, exchange, gain insight
) feed back into tooling, e.g., Binarly integrated in LVFS
p back claims, e.g., regarding security and financial risks
© data drives business decisions
Remember Sigsum, transparency logs? That’s data.

Previous Work
Mimoja’s Firmware Toolkit for unpacking and analyzing firmware
images
https://github.com/mimoja/mft
) fetchers for obtaining lots of images
O analyzers for different vendors
SPEN


https://sigsum.org
https://github.com/mimoja/mft

Mimoja’s Firmware Toolkit (MFT)
Used in Fiedka prototype (utk-web) - help wanted with reintegration!

Daniel Maslowski aka CyReVolt

Time for a break for today. For a preview, check the mft
branch on GitHub, or look here directly:

The output from MFT has more meta data, yes! :-)

T T T T T T T T T 1 —
JumploDie 0xaB000  0xa7000  0xI8B000 | Oxdf000 | Ox0BOOO  0x3a0000  OxI68000 | Oxdd0OO | 0x26B000  OX63000 A
type: PSP magic: SPSP address: 0xa8000 18 files
AMD_PUBLIC_KEY PSP_FW_BOOT_LOADER f
address  0x110a9000 Version 0.0.0.0 address  Ox(f2c0000 version 0.5.0.45
hash signature: BTAESDS1 hash signature: FFFFFFFF
size 576 signing key: 08000800 size 32768 signing key: C2508CS5
signed 1435262402 ‘encryption key: 4813CBDD signed 30876 encryption key: 00000000
uncompressed Siotias e uncompressed blocks used: 9
packed M packed —
SMU_OFFCHIP_FW PSP_FW_RECOVERY_BOOT_LOADER f
address  0x(f2c3000 Version 0.0.0.0 address  0xff0aa000 version 0.5.0.45
hash signature: FFFFFFFF hash signalure: FFFFFFFF
size 81920 Signing key: 00000000 size 24576 signing key: C2508CS5
signed 78095 encryption key: 00000000 signed 22008 encryption key: 00000000
uncompressed (et uncompressed blocks used: 7
e e e PEN

e SOURC



Call to Action

Let’s collect data, build up a knowledge base, and see what we can
derive fromit!
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https://github.com/fiedka/fiedka/issues/69

Call to Action

Let’s collect data, build up a knowledge base, and see what we can
derive fromit!

Tracking Issue
https://github.com/fiedka/fiedka/issues/69


https://github.com/fiedka/fiedka/issues/69
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