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Advancing from CLIs to GUIs
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Work and education
IT security and computer science
software engineer
infrastructure and web
O applications and Ul

Open Source contributions

0 hardware and firmware
operating systems
software distributions

6 reverse engineering m
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Graphical Firmware Editor
© UEFI/PSP/ME Filesystem
Exploration
O Flash Usage Visualization
© TPM Event Log
© Platform State Investigation
© Secure Boot Key Management

N
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Firmware is software that is hard to get to. - Bryan Cantrill
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UX/Ul design and hardware design/manufacturing are both complex
and still learning about agile and open processes.
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A A A A A A A /

UX/Ul design and hardware design/manufacturing are both complex
and still learning about agile and open processes.

We need more tools and feedback.

p for education, to speed up understanding
J for research, to gain security through transparency
O for development, to support sustainability
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Full firmware images differ depending on vendor, platform, OEM, and
other factors.
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Full firmware images differ depending on vendor, platform, OEM, and
other factors.

Building tools is a huge investment.

O Intel x86
» IFD, ME, UEFI, ..
© AMD x86
. » PSP, SMU, UEFI, ..
O other platforms
P ARM, RISC-V, Xtensa, DSPs, ..
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D AMI’'s Module Management Tool (MMTool)
© RED BIOS EDITOR
O intel FMMT
© UEFITool
O ifdtool
O uefi-firmware-parser
© PSPTool
O MFT (Mimoja's Firmware Toolkit)
O MEAnalyzer
U mecleaner
7 Fiano
gtpmtool
) Converged Security Suite
O efiXplorer m

0. 12


https://www.ami.com/ami_downloads/Aptio_MMTool_Data_Sheet.pdf
https://www.igorslab.de/en/red-bios-editor-and-morepowertool-adjust-and-optimize-your-vbios-and-even-more-stable-overclocking-navi-unlimited/3/
https://github.com/binarly-io/efiXplorer
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Action Type subtype Text
- UEET nage Tnage
padain Padding on-enpty
» 1FDOBACE - 6F0A-4085-901E-F6210.. Volume
L EiSystonnvoatarvouLd Volume e
adding Padding Non-enpty
FTu store Fiu store
Foc store Foc store
~Erisyetonwoatarvoutd Volume wan
Vss tore Vs store
Et161obalvartablecuid VS entry Aot o
Efi6lobalVar ableauid Vs entry ot Kk
£f1Tnagesecur tybatabase Vs entry ot a
£fiTnagesecur tybatabase Vs antry utn e
Froe $pace Freo tpate
Padding Padaing Non-empty
Tntel Microcode Wicrocade Tntet
Intel microcode Hicrocode
Padaing adaing Non-enpty
\ CF146C5-SFEC-47EB-AGC3-B7143 Volume Frsve
Padding Padding Non-ampty

File 1:

Section 0:
File 2

File B:
File 1:
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The hard part

O phases/stages, payloads, chains
(non-)volatility, static vs dynamic, persistency, reset...
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The hard part

O phases/stages, payloads, chains
(non-)volatility, static vs dynamic, persistency, reset...

The easy part

O storage, files => file systems
metadata, properties, inputs to boot flow (much volatility!)
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Current State
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O inspired by Ryan's jutk2
J render flash usage from fmap fixtures
O utk-web, rendering fixtures

Flash Usage O color palette suitable for
blocks. 512 100% M color-blind people

M zero (8x08) 0 0% oM - .

= free (axff) o mEED ooy G blocks display usage: free,
Hused 253 49.41% 0.99M

used, all-zero



https://github.com/linuxboot/fiano/pull/306

Demo

Y A A A

A3MSTX 3.60 PSPT0O! | oxas000 | | oxisso00 | | oxatoooo | | oxvsooo | | oxzaooor 0x168000 | | oxadoo00 | | oxzesoc Flash Usage

/

O A

er s
w000 | [oenter substing
destination - destination N
hash  E264 hash  GAES
sze 16 size 409
SEC_GASKET-0x24 a oz a
address 04546000 version Azazt address 06547500 version A2425
destination = py destination > sps1
hash  EASO signing key o088 Eso5 signing key o088
i) G20 ‘blocks use size D blocks used: 2
signed 5728 5 signed 5696 £
uncompressed 0 uncompressed 0
acked 62 packed 6208
e G MP2_FwW-0xz5 A
address 0549200 version Azazt address 06542000 version 31801
destination e sps1 destination e e ey
EED signing key 6088 =D blocks used: 3
szs) 6240 blocks used: 2 sizs) 0945 -
signed 5728 - signed 7601
uncompressed 0 uncompressed 0
packed 6240 acked 8045
o0x125 A 0x225 A
address  0¢54ce00 version 5221 address 06550900 version a211
destination signing key 7669 destination signing key 1)
fasl e blocks use s g blocks used: 3
sz 15012 = sz o168 5
signed 13668 signed 7644
uncompressed 0 uncompressed 0
packed 15012 packed 9188
DRIVER_ENTRIES-0x28 AbLo-0c0 ®
address 04552000 version 08060 address 0560500 version 19430

blocks
zer0 (0
free (oxff)
mused

/
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D Electron app with Go-based WASM back-end and file picker

Ul components: Directory, Entry, Fmap, navigation, search
Storybook Ul development environment

Fiedka - analyze a firmware image

Select fle

e
AS52MIX_1.31 [ raso | [sce | [(esar | [(oare | [sceo | [arac | [orco | [pouio orvam Flash Usage
‘undefined bytes, 1 fies. 1
FA4974FC-AFID-4ESD-BDCS DACDED27BAEC
oo e ]
|_| undefined bytes, 6 fles 1




/

Integratlons

0 UEFI: parsing via Fiano's utk pkg
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O psp: experimental branch using Converged Security Suite

O TPM: components to render a log (basics)
P fixtures from tpmtool, PRs open

EV_EFI_GPT_EVENT

Event

Digests

Event

Digests

Event

Digests

"Disk Guid - 6080986-C5D3-98AD-ASDE- B844A2BDFO96"

SHAL fdf06Tbb261efablel]7ec56061024798cdadcdd

SHAZSE:

EF| boot services app

“Inage loaded at address 8x3123249176 with 938540"

SHAL: £1978e338af 19980193305 The28a80c 1dcAc34fd

SHAZSE:
Tc1a8614c3e3d6a5b6 2897 eade 4 CBRI2CE5BDE 11637459 Ta03B526 125 F4cc3

EFI boot services app

“Inage loaded at address 8x3093762672 with 9605120b"

SHAL 2eb9a7daab81bbddbfe258662e2b18b798714b6d

SHAZSE:
Tae

7,



/ Demo 7%

S /S S o~ s S S S~ S S S S~ S

Fiedka - analyze a firmware image

Select file
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Roadmap and Contributing
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1. integrate PSP, IFD/ME, CBFS parsing - back-end work required
2. edit/save; MVP: delete DXE in OVMF - utk already has that :)

o
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Emulation
deelate, peimulate: wrap a DXE/PEIM in a monitored OVMF
D on click of a DXE/PEIM, create OVMF image and run QEMU
O likewise, leverage PSPEmu
© UEFI runtime service analysis (SMM?)


https://github.com/PSPReverse/PSPEmu
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Erpulation
deelate, peimulate: wrap a DXE/PEIM in a monitored OVMF
@ on click of a DXE/PEIM, create OVMF image and run QEMU
O likewise, leverage PSPEmu
© UEFI runtime service analysis (SMM?)

Bootable ISO
create an image with Linux, Fiedka, u-root, CLI tools etc
© the firmware development counterpart to Kali
O possibly extend SystemRescueCD


https://github.com/PSPReverse/PSPEmu

/
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EFI variables and Secure Boot
look into rhboot/efivar and canonical /go-efilib
integrate with go-uefi


https://github.com/Foxboron/go-uefi
https://github.com/9elements/tpmtool
https://github.com/immune-gmbh/agent
https://google.github.io/tpm-js/
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EFI variables and Secure Boot
look into rhboot/efivar and canonical /go-efilib
integrate with go-uefi

TPM / Integrity
O log display; tpmtool, go-attestation
immune Guard agent health report
tpm-js for simulation and debugging


https://github.com/Foxboron/go-uefi
https://github.com/9elements/tpmtool
https://github.com/immune-gmbh/agent
https://google.github.io/tpm-js/
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Visualizations
© DMI, SMBIOS, etc
ACPI tables, Device Tree
IFR (Intermediate Forms Representation) - firmware menu
platform and memory setup (page tables, interrupts, MSRs)
) integrate CPUID visualiser


https://cpuid.apps.poly.nomial.co.uk/

// Vlsuallzatlon API
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Transforms
export const flattenVolumes = (volumes) =>
volumes.reduce((acc, curr) => {
if (curr.Value.Files) {
curr.Value.Files.forEach((f) => {
if (f.Type === FILE_TYPE_FV_IMAGE) {
getFvsFromFile(f) .forEach((fv) => {
acc.push({ parent: f, ...fv });
3
}
3
}
acc.push(curr) ;
return acc;

[
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Do you have any ideas? Please submit! :-)

https://github.com /fiedka /fiedka /issues


https://github.com/fiedka/fiedka/issues
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Thanks!
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Project Website
https://fiedka.app/

Slides
https://metaspora.org/fiedka-osfc2021.pdf

Previous Talk
Introducing utk-web - a web developer’s view on firmware
https://metaspora.org/introducing-utk-web-rc3.pdf

o


https://fiedka.app/
https://metaspora.org/fiedka-osfc2021.pdf
https://media.ccc.de/v/rc3-791680-introducing_utk_web_a_web_developer_s_view_on_firmware
https://metaspora.org/introducing-utk-web-rc3.pdf
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